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小郡三井医師会より　　　　　　　医療情報システム担当理事　栁　大三郎
　　　　　　　　　　　　　　　　　　　　　　　　　　会長　島田昇二郎
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First of all, we have infected all your computers, all your electronic devices with ransomware.

We have all the information in our possession and have hidden some of the logs.

We have manipulated, destroyed, and rendered inoperable your devices.

We are also capable of leaking other information.

~AME~

We control the lives of our patients, the business life of cur hospilals, the careers of our doclors, and

even confidential information.

We do not want to harm even a finger to our friendly friends who are willing o pay us.

But anyone who doesn't pay is our enemy. We will show no mercy.

In the unlikely event that we do not recalve a deposit from you, we will not be held responsible.
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We have successfully used ransomware to obtain your personnel information, patient information,

and other documents with your business parners.
We are trying t0 shut you out of business, but your computer can be encrypted and rendered
unusable at any time.
No correspondence is required. We arg nol going 1o angue with you guys.
We are just waiting for a greal choice from you.
We will not take payment as a declaration of war. We will give you time to discuss. Patient lives and
monay, employeas and money, facilities and money. Think about what is important to you.
I you send 0.5 BTC to the BTC address below within a week, | will stop releasing your information
and you will stop destroying medical equipment.
| await your excellent choice!
We have successtully used ransomware to obtain your personnel information, patient information,
and other documents with your business partners.
We are trying to shut you out of business, but your computer can be encrypted and rendered
unusable at any time.
No correspondence is required. We are not going 10 argue with you guys.
We are just waiting for a greal choice from you.
We will not take payment as a declaration of war. We will give you time 1o discuss. Patient lives and
money, employees and money, facihties and money. Think about what is important to you.
if you send 0.5 BTC to the BTC address below within a week, | will stop releasing your information

and you will stop destroying medical equipment.

| await your excellent choicea!
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